ISSN 2786-5037 (Print) ISSN 2786-5045 (Online)

UDC 35.071:004.8
DOI https://doi.org/10.32782/klj/2026.2.23

Shevchenko L. V.,

Candidate of Law, Associate Professor,

Associate Professor at the Department of Public and International Law
Law Institute of Vadym Hetman Kyiv National University of Economics
ORCID: 0000-0001-9484-5781

DIGITAL TRANSFORMATION IN THE CIVIL SERVICE SPHERE

Abstract. The article examines the digitalization of the civil service as one of the priority areas of its reform
in Ukraine in the context of the transformation of the public administration system. The main attention is focused
on revealing the content and significance of the digital transformation of the civil service, as well as on the
analysis of the institutional, organizational and legal foundations of its provision. The evolution of approaches
to the digitalization of the civil service is considered. It is found that it opens up new opportunities for increasing
the efficiency, transparency and accessibility of public services, which allow for a more prompt response to the
needs of citizens. The functional capabilities of key information and communication technologies introduced into
the civil service system, which are used in the processes of personnel management, organization of entry into
the civil service, evaluation of performance and professional development of civil servants are characterized.
The main areas of digitalization are analyzed, in particular, the provision of electronic administrative services,
the development of e-government, the use of state registers and the implementation of the concept of «state
as a platform». It is proven that successful digitalization of the civil service is an important factor in increasing
the efficiency of public administration, transparency of the activities of state authorities, quality and accessibility
of public services, as well as strengthening citizens’ trust in public institutions. The article focuses on the key
challenges and risks of the digital transformation of the civil service, in particular in the field of personal
data protection, information security, overcoming digital inequality and forming an appropriate level of digital
competencies of civil servants. The conclusion is made about the feasibility of further improving the regulatory
framework, institutional support and strategic planning of the digital transformation of the civil service, taking
into account the conditions of martial law and the tasks of post-war reconstruction of Ukraine.

Key words: digital transformation, civil service, electronic government, state as a platform, digital
competencies, digitalization, personnel management.

LeBueHko /1. B., Luchposa TpaHcopmauifn y cdepi AgepxaBHOT CNyou

AHoOTaLuif. Y cTaTTi AOCNiIMKYETLCA UMpOoBI3aLis fepKaBHOI C/TYyXOU K OAWH i3 NPIOPUTETHUX HANpPAMIB
1 pechopmyBaHHA B YKpaiHi B ymoBax TpaHcdopmadii cuctemmn ny6sivyHoro ynpasniHHA. OCHOBHa yBara
30CepelKy€ETbCA Ha PO3KPUTTI 3MICTY Ta 3HAYEHHS LMpoBoi TpaHcdopmaLii AepXaBHOT CNyX6u, a Takox
Ha aHani3i IHCTUTYLIHNX, OpraHi3auiiiHnxX i MpaBoBKX 3acag, il 3ab6e3neyeHHs. Po3rnsHyTO eBO/OLIK0 NigX04iB
[0 umndpposizaLil gepxaBHOI cnyxo6u. 3’'AcoBaHO, O BOHA BiJKPUBAE HOBI MOX/IMBOCTI AR NiABULLEHHSA
e(PeKTMBHOCTI, MNPO30POCTi Ta [AOCTYNHOCTI AepXaBHWUX NOCayr, fAKi [A03BOMATb 6iflbll  OnepaTtvBHO
pearyBaTtu Ha noTpebu rpomagsaH. OxapakTepr3oBaHO (YHKLOHa/IbHI MOX/IMBOCTI K/THOHOBUX iHChOpPMaLifiHO-
KOMYHIKaUiiHUX TEXHOSOrili, 3anpoBaKeHNX Yy CUCTEeMYy [JepXaBHOI Cnyxbu, Lo 3acTOCOBYHTbCA
y npouecax ynpasfiHHA NepcoHasIoM, OpraHisauii BCTyny Ha AepXasBHy CnyX0y, OLiHIOBaHHSA pe3ynbraTis
CNyX60BOT AiS/IbHOCTI Ta NPOIECIAHOIO PO3BUTKY AEPXaBHUX CAYXO60BLiB. [poaHani3oBaHO OCHOBHI
Hanpamn Ludposisauii, 30kpeMa HafaHHA eeKTPOHHNX aAMIHICTPATUBHMX NOC/YT, PO3BUTOK €/1eKTPOHHOIO
ypAOyBaHHSA, BUKOPUCTAHHA AEpXaBHUX PEECTPIB i BNPOBaMKEHHA KOHUeNUil «aepxasa Ak naariopmMan.
JoseneHo, Wwo ycniwHa undpoBsisalis AepXaBHOT CTyX0U € BaXIMBUM YUNHHUKOM MiABULLEHHSA eDEKTUBHOCTI
ny6/1iYHOr0 ynpas/liHHA, NPO30POCTi AiA/IbHOCTI OpraHiB AepXXaBHOI Bfagu, SKOCTi Ta AOCTYNHOCTI Ny6/1i4HNX
nocnyr, a TakoX 3MiLHEeHHSA [0Bipu rpoMajsH [0 IHCTUTYTIB ny6nivyHOT Bnagu. Y CTaTTi akueHTYeTbCA
yBara Ha K/IH04OBMX BUK/IMKaX | pu3nkax uucppoBoi TpaHcdopMalii gepXaBHOi cryx6bu, 3okpema y cgepi
3aXMCTy NEPCOHa/IbHUX AaHuX, iHPOPMaLIAHOT 6e3nekun, NogonaHHa LMpPoBOT HEPIBHOCTI Ta (DOPMyBaHHS
HaJ1IE)XHOTO PIBHA LMKPOBMX KOMNETEHTHOCTEN AEPXKABHMX CMYX60BLiB. 3p06/1€HO BUCHOBOK NPO AOUIMBHICTb
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NoAasbLIOr0 BAOCKOHAIEHHS HOPMAaTMBHO-NPaBOBOI 6a3u, IHCTUTYLIHOIO 3abe3neyvyeHHs Ta cTpaTeriyHoro
nnaHyBaHHs LMGPOBOT TpaHchopmaL,ii gepXXaBHOI CyX6u 3 ypaxyBaHHAM YMOB BOEHHOTO CTaHy Ta 3aBAaHb

NiCNISIBOEHHOIO BiAHOBNEHHS YKpaiHu.

Knrouosi cnosa: yughposa mpaHchopmayisi, oepxasHa Cryxba, enekmpoHHUl ypsio, depxasa siK
nnamagpopma, yughposi komrnemeHyil, yughposizayisi, yrnpasiiHHs NepcoHaIoM.

Relevance of the research topic. Digi-
tal transformation in the civil service is one of
the key factors in the modernization of public
administration and increasing the efficiency of
the functioning of state institutions in modern
conditions. Digital transformation is particularly
relevant in the context of reforming the public
administration system in Ukraine, implementing
the state’s European integration goals, as well
as ensuring the effective work of public author-
ities in the context of martial law and post-war
reconstruction.

At the same time, the digitalization of the
civil service gives rise to a number of problems
related to the protection of personal data, infor-
mation security, digital inequality, as well as the
need to form new professional competencies
of civil servants, which necessitates the need
for a comprehensive scientific study of digital
transformation as a systemic process that cov-
ers the legal, organizational, technological and
personnel aspects of the functioning of the civil
service.

The purpose of this article is to systemati-
cally analyze the process of digital transforma-
tion of the civil service and identify its key areas.

Presentation of the main material. Digital
transformation in the civil service is one of the
key areas of modernization of public administra-
tion in the context of the formation of a digital
society. It is due to global processes of digitali-
zation, the development of information and com-
munication technologies, as well as the need to
increase the efficiency, openness and accounta-
bility of public authorities.

In modern conditions, the digital transforma-
tion of the civil service is considered not only as
a technical update of management processes,
but as a complex institutional change that
affects the organization of the public service,
the status of civil servants and the mechanisms
for implementing public functions. In a theoreti-
cal dimension, the digital transformation of the
civil service encompasses the transition from
traditional bureaucratic management models to
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flexible and customer-oriented forms of public
administration.

It should be noted that in the early stages, the
digitalization of the civil service focused mainly
on the implementation of electronic document
management and the provision of administrative
services in an online format. However, today,
digital transformation involves a comprehensive
rethinking of the role of the civil service, its func-
tional tasks and methods of managerial influ-
ence.

It is not only about using digital technologies
as a tool to increase efficiency, but also about
forming a new logic of public administration
functioning, focused on the needs of citizens,
openness and transparency. In particular, digi-
tal transformation encompasses the integration
of digital technologies into all levels of public
administration, the use of data analytics, auto-
mated systems, as well as the development of
digital participation of citizens in the processes of
making managerial decisions. It involves chang-
ing approaches to the formation and implemen-
tation of public policy, improving mechanisms
for interagency interaction and improving the
quality of managerial decisions. Thus, the key
paradigm is the concept of «government as a
platform» (GaP), which involves the creation of
common digital blocks (APIs, registries, identi-
fication systems) that can be used by different
departments for the rapid development of ser-
vices, as well as by the private sector to create
value-added applications, transforming the state
from a monolithic service provider into an eco-
system that promotes innovation.

Within the framework of the digital transfor-
mation of public authorities in Ukraine, the dig-
italization of the civil service is implemented in
accordance with the requirements of current leg-
islation and taking into account international obli-
gations in the context of European integration.
Thus, the legal basis for the functioning of the
civil service in Ukraine is determined by the Law
of Ukraine «On Civil Service»,[1] which defines
the general principles of the civil service, includ-
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ing the principle of professionalism, openness
and transparency (Article 4) and the principle of
increasing the level of professional competence
(Article 8). The introduction of electronic sys-
tems for personnel selection and assessment,
digital personal files, automated procedures for
assessing the competence of civil servants con-
tributes to the implementation of these principles
in practice. In particular, automated assessment
of competences contributes to impartial selec-
tion (Articles 14-17 of the Law); electronic ser-
vices for improving professional skills provide
access to educational materials and online test-
ing (Article 22) [1]. The Law also regulates the
status, rights and obligations of civil servants,
mechanisms for ensuring the effectiveness
of public administration. In addition, the law
establishes the legal basis for the introduction
of digital technologies into the activities of state
institutions, regulates the issues of professional
development of employees, their accountability
and responsibility, ensuring the integrity and sta-
bility of the civil service system.

The legal status of electronic document man-
agement and electronic management decisions
is enshrined in the Law of Ukraine «On Elec-
tronic Documents and Electronic Document
Management» [ 2], which defines the concept
of an electronic document, establishes require-
ments for its creation, circulation, storage and
use, and also enshrines the principle of legal
equality of an electronic document and a docu-
ment on paper. Also of importance in this context
is the Law of Ukraine «On Electronic Identifica-
tion and Electronic Trust Services», which regu-
lates the use of electronic signatures and other
means of electronic identification, ensuring the
legitimacy and security of electronic manage-
ment decision-making in the activities of public
authorities [3]. The Law of Ukraine «On Adminis-
trative Procedure» (Article 3) [4] provides for the
possibility of carrying out administrative actions
in electronic form, which creates a legal basis for
digital procedures in the activities of civil serv-
ants. Ensuring the openness of the activities of
state bodies is related to the Law of Ukraine «On
Access to Public Information» [5]. At the same
time, the implementation of electronic petitions
and digital public consultations can be based on
the provisions of laws on citizen participation in
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public policy, in particular, taking into account the
Law of Ukraine «On Public Associations» [6].

The Law of Ukraine «On Personal Data Pro-
tection»[7] is important, which defines: basic
requirements for the collection, processing and
storage of personal data; rights of data sub-
jects (Articles 8-11); obligations of data control-
lers and operators. These norms are central to
ensuring security when using digital technolo-
gies in the civil service. The issue of informa-
tion security is additionally regulated by special
acts of the Cabinet of Ministers and standards
that implement best international practices in the
protection of information systems.

The digitalization of the public service in
Ukraine is also closely linked to the implemen-
tation of European integration obligations in the
field of digital transformation and public adminis-
tration, in particular, the EU-Ukraine Association
Agreement [8] contains a chapter on administra-
tive cooperation and reforms, in which Ukraine
undertakes to harmonize national legislation with
European standards of administrative law, pub-
lic administration and e-government. Ukraine
is also implementing EU norms on digital ser-
vices and electronic identification, which directly
affects the legal regulation of digital interaction
with citizens, which concerns, in particular, the
standards established by the eIDAS regulation —
the EU norm on electronic identification and
trust services, which form the single digital mar-
ket. In the Strategy for the Digital Transforma-
tion of Public Administration (as part of national
strategic documents), Ukraine is focused on
the principles of open government, transpar-
ency, accessibility of electronic services and
citizen participation, which are characteristic of
the EU Digital Single Market and the European
Standard for the Assessment of the Quality of
e-Administrative Services. Thus, the legislation
of Ukraine is being formed taking into account
the principles of the GDPR regarding the rights
of data subjects, minimization of processing,
purpose limitation and transparency, which is
in line with European integration obligations on
the protection of personal data. It is important to
note that in modern conditions, digital transfor-
mation in the civil service has become systemic
both in intra-organizational civil service relations
and in external legal relations within which civil
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servants interact with citizens and legal entities.
Digital tools are actively used in the field of per-
sonnel management in the civil service, during
the organization of competitions for positions,
professional training and career development,
as well as in the process of providing administra-
tive services and considering citizens’ appeals.
In particular, an important role in the digitaliza-
tion of personnel processes in the civil service
is played by the Unified Civil Service Vacancy
Portal (career.gov.ua), which provides publica-
tion of information about vacancies, submission
of documents for participation in competitions,
remote testing, publication of results and elec-
tronic communication with candidates. It is worth
noting that in the period from the introduction of
the Unified Civil Service Vacancy Portal to the
beginning of full-scale armed aggression against
Ukraine, systematic work was carried out to
improve its functioning and expand its instru-
mental potential. It is important that in 2021 the
portal’s functionality was significantly expanded.
Among the key innovations, it is worth highlight-
ing the introduction of remote testing for knowl-
edge of general legislation for candidates for
civil service positions of categories «B» and «C»
that do not belong to the positions of reform spe-
cialists. In addition, a mechanism for certifying
the results of remote testing was introduced by
imposing a qualified electronic signature by the
candidate, which ensured the legal significance
of such results. An important element of the digi-
talization of competitive procedures was also the
conduct of interviews for civil service positions
of categories «A», «B» and «C» using technical
means in the videoconference mode [9].

At the same time, due to the full-scale inva-
sion of Ukraine by the Russian Federation, the
functioning of the Unified Civil Service Vacancy
Portal was suspended from February 25, 2022.
Subsequently, in order to ensure the continuity
of the activities of public authorities under martial
law, the Verkhovna Rada of Ukraine introduced
a mechanism for non-competitive appointments
to civil service positions for the period of mar-
tial law in accordance with the Law of Ukraine
«On Amendments to Certain Laws of Ukraine on
the Functioning of the Civil Service and Local
Self-Government during the Period of Martial
Law» of May 12, 2022 [10].
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In the context of the digital transformation of
the civil service, the Human Resource Manage-
ment Information System (HRMIS), which is a
comprehensive automated information system
designed to collect, process, store and protect
data on employees of public authorities, is a key
element in the formation of a digital personnel
infrastructure. The system is created and oper-
ates within the limits and procedure determined
by the legislation of Ukraine, in order to form and
ensure the operation of a centralized database
of civil servants and employees of state bodies.
HRMIS is aimed at meeting the needs of auto-
mation and digitalization of key personnel and
financial processes in the civil service, in particu-
lar, personnel management processes, account-
ing of personnel decisions, human resources
planning, as well as accrual and payment of
wages. The implementation of the specified
system contributes to increasing the efficiency
of the activities of personnel departments, uni-
fying management procedures and ensuring
transparency of personnel policy in state bodies.
The implementation of HRMIS is carried out in
accordance with strategic decisions of the Cab-
inet of Ministers of Ukraine, in particular on the
basis of the order «On approval of the Concept
of implementation of the human resources man-
agement information system in state bodies and
approval of the action plan for its implementa-
tion» dated December 1, 2017 [11], as well as
the order «Some issues of reforming the public
administration of Ukraine» dated July 21, 2021
[12]. The specified regulatory legal acts deter-
mine the phased implementation of the system,
the range of subjects of its use and the main
directions of integration of HRMIS with other
state information resources. It is worth noting
that some researchers consider HRMIS as a
kind of analogue of the ProZorro system, how-
ever, in the field of human resources manage-
ment in the civil service [13, p. 204]. Among the
key advantages of HRMIS, scientists highlight
the possibility of simultaneously achieving infor-
mational, organizational, methodological and
managerial goals. In particular, the system pro-
vides the formation of a single integrated data-
base of civil servants and employees of state
bodies, digitalization and optimization of inter-
nal personnel procedures, support for making
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managerial decisions, electronic interaction of
state information resources, as well as access
of employees to information about their service
through the electronic HRMIS user account
[11, p. 545-546]. At the same time, HRMIS is
reasonably considered as an important prereg-
uisite for the transformation of the public service
of Ukraine into a digital format and as a basic
element of a comprehensive IT project to create
a digital civil service [14]. Itis also indicative that
the further development and implementation of
HRMIS is provided for by the draft Recovery
Plan of Ukraine, prepared by the working group
on public administration reform [15].

The information and communication sys-
tem «Reserve of employees of state bodies for
work in the deoccupied territories of Ukraine»
(reserve.nads.gov.ua) was created to imple-
ment the government pilot project to create the
so-called «Recovery Reserve» [16 ]. The for-
mation of the reserve takes place in electronic
format. The system provides automation and
digitalization of the process: it allows submitting
questionnaires in electronic form, collects and
stores information about persons included in
the reserve, and also provides the opportunity
to search and form lists of candidates according
to certain criteria for appointment to positions in
state bodies in the deoccupied territories.

The Knowledge Management Web Portal
in the Field of Vocational Training «Knowledge
Management Portal» (pdp.nacs.gov.ua) [17] is
a state specialized information and communica-
tion system that provides free access to infor-
mation services in the field of vocational training
for civil servants, heads of local state adminis-
trations and their deputies, local government

officials and deputies of local councils via the
Internet. The portal performs the following main
functions: increases the professional compe-
tence of civil servants and local government offi-
cials through systematic training; promotes the
development of the educational services market;
informs about existing educational programs
and advanced training programs; provides elec-
tronic interaction and exchange of experience;
monitors the quality of training through user
surveys. Currently, more than 127 thousands of
users. These are both civil servants and local
government officials. These are 132 educational
institutions, as well as 24 projects/programs
of international technical assistance and other
non-governmental organizations. The Portal
hosts more than 1,700 advanced training pro-
grams, including 68 master’s degree programs.
In conclusion, it should be noted that digitaliza-
tion is a key direction in the reform of the civil
service in Ukraine. The use of information and
communication technologies not only increases
the efficiency of state bodies, but also ensures
their functioning and development under martial
law. And, although a significant amount of work
has already been done on innovative technol-
ogies that have been introduced into the civil
service system, there are still a number of chal-
lenges related to the full integration of digital
solutions into all subsystems of the civil service,
increasing the digital competence of personnel
and ensuring the security of information flows.
Further development and improvement of digi-
tal technologies in the field of civil service is a
necessary condition for increasing the transpar-
ency, efficiency, and adaptability of government
bodies to modern requirements.
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